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Abstract
Bridge management is increasingly automated through
continuous monitoring, AI-based diagnostics, and digi-
tally coordinated interventions. Yet, current workflows
rarely provide end-to-end verifiability: sensor datasets,
off-chain computations, and resulting maintenance de-
cisions are difficult to audit across multiple stakehold-
ers. This paper proposes a trust-layered architecture that
combines decentralized storage, verifiable computation,
and blockchain governance to make monitoring-to-action
pipelines tamper-evident and reproducible. The paper dis-
cusses how smart contracts can orchestrate inspection and
maintenance playbooks, while computation integrity can
be certified via Trusted Execution Environments or zero-
knowledge proofs. Trade-offs in scalability, privacy, and
compliance are analyzed, outlining practical deployment
patterns for bridge lifecycles.

Introduction
The ongoing digital transformation of civil infrastructure
is reshaping how bridges are monitored, assessed, and
maintained over their service life. In recent years, Struc-
tural Health Monitoring (SHM) systems have evolved from
isolated sensing deployments into data-centric platforms
capable of continuously observing structural response un-
der real traffic and environmental variability. In parallel,
advances in signal processing and Artificial Intelligence
(AI) have increased the ability to extract damage-sensitive
features, detect anomalies, and support condition-based
and predictive maintenance strategies (An et al., 2019;
Malekloo et al., 2022; Zinno et al., 2022; Jiménez Rios
et al., 2023). Nevertheless, despite the growing availabil-
ity of monitoring data and diagnostic tools, a persistent
gap remains between ”sensing” and ”action”: monitor-
ing outcomes do not automatically translate into traceable
engineering decisions or timely interventions.
This gap is not only technical; it is also organizational and
procedural. Bridge management workflows involve mul-
tiple stakeholders (owners, operators, engineers, authori-
ties, contractors, technology providers) and multiple data
sources (sensors, inspections, numerical models, mainte-
nance records). In this multi-actor setting, it becomes
difficult to ensure that the data used for diagnosis have not
been manipulated, the diagnostic pipeline has been exe-
cuted on the declared inputs, the decision logic applied to

diagnostic results is consistent and auditable, and subse-
quent actions and approvals remain accountable years after
the event. Conventional centralized data management so-
lutions struggle to provide long-term integrity, verifiable
provenance, and non-repudiation, especially when infor-
mation must be exchanged across institutional boundaries
and justified retrospectively.
Blockchain technology has been proposed as an enabling
layer for tamper-resistant data governance and transpar-
ent process automation. Its core properties, immutabil-
ity, distributed consensus, and the ability to execute smart
contracts, provide mechanisms to register evidence, log
events, and enforce pre-defined rules without relying on
a single trusted intermediary (Christidis and Devetsiki-
otis, 2016; Casino et al., 2019; Khan et al., 2021; Liu
et al., 2024). In the Architecture, Engineering, and Con-
struction domain, blockchain-based approaches have been
explored for documentation, contractual automation, and
lifecycle information management (Turk and Klinc, 2017;
Plevris et al., 2022; Christodoulou and Kalergis, 2024;
Zhang et al., 2022, 2023; Adel et al., 2023; Villa et al.,
2025; Gioberti et al., 2024; Romani et al., 2025), while, in
the SHM field, several studies have considered blockchain
to timestamp measurements, certify alarms, or coordinate
stakeholders (Xu et al., 2021; Gordan et al., 2022; Gigli
et al., 2022; Mariniello et al., 2025). These contributions
confirm the potential of blockchain to improve trust and
transparency; however, they also reveal a critical limita-
tion: most frameworks implicitly assume that the off-chain
computations that produce alarms and indicators are cor-
rect and faithfully executed. In detail, blockchain records
can certify that an alert was registered, but they do not, by
themselves, prove that the alert was obtained by executing
the declared algorithm on the declared dataset.
This paper addresses the above limitation by proposing
a methodological framework for trust-aware automated
bridge management that spans the full path from sensing to
intervention. The framework integrates: off-chain moni-
toring and diagnostics, decentralized or content-addressed
storage for scalable data management, blockchain and
smart contracts for governance and audit trails, and op-
tional mechanisms for certifying algorithm execution (e.g.,
Trusted Execution Environments or cryptographic proofs).
The objective is not to replace engineering judgment with
automation, but to embed verifiability into the digital work-
flow so that data, computation, decisions, and actions



can be independently checked and retrospectively recon-
structed. In this sense, the contribution of the paper is
primarily architectural and methodological: it defines a de-
sign space of ”trust layers” that can be combined to achieve
different levels of accountability, performance, and decen-
tralization depending on stakeholder needs and operational
constraints.
The remainder of the paper is organized as follows. The
next section introduces the end-to-end methodological
framework connecting SHM evidence to intervention gov-
ernance. Then, the core section discusses alternative trust
layers and digitalization levels, comparing technologies
and architectural options through a structured trade-off
analysis and a summary table. Finally, discussion and
conclusions outline practical implications and directions
for future work.

Methodological Framework: From Sensors to
Intervention
The proposed framework follows a design-oriented re-
search approach aimed at structuring a conceptual solution
to a recognized gap in current bridge management practice,
rather than validating a specific algorithm or implementa-
tion. Its development builds on both the existing literature
on SHM, digital twins, and blockchain-based infrastruc-
tures, and the authors’ ongoing research on SHM-driven
bridge management.
The resulting framework can therefore be interpreted as
a synthesis of established knowledge and research-driven
insights, organized into a layered architecture that maps
identified trust gaps to corresponding technological mech-
anisms. This section introduces the resulting end-to-
end framework as a technology-agnostic reference pro-
cess from sensing to intervention, clarifying where trust
issues typically arise and how they can be progressively
addressed.
The framework starts with sensing and data acquisition. A
bridge is monitored through a network of structural and en-
vironmental sensors, often complemented by inspections
and operational records. These sources produce heteroge-
neous data. Raw signals, processed time series, extracted
features, and supporting documents are generated at dif-
ferent rates and with different formats. For this reason,
data are usually managed off-chain using scalable storage.
A key point is that data must remain uniquely identifiable
over time. In practice, this is achieved by associating each
data batch and each derived artefact with a cryptographic
fingerprint, so that the same content can always be refer-
enced and checked.
After acquisition, data move through a diagnostic pipeline.
Typical steps include cleaning, synchronization, normal-
ization, feature extraction, and anomaly detection. The
pipeline produces indicators and alerts that summarize the
structural condition. At this stage, automation becomes
attractive, but also fragile. If the input data are not re-
liable, or if the computation is not transparent, then the
alert can be disputed and the whole chain loses credibility.

This is one of the main motivations for introducing trust
layers: not only to protect the final output, but to make the
pathway from data to results verifiable.
Diagnostic outputs are then interpreted within a manage-
ment workflow. The goal is not to turn algorithms into
decision-makers. The goal is to connect monitoring ev-
idence to consistent actions. A practical approach is to
adopt clear response policies that map alerts to intervention
intents, such as enhanced monitoring, rapid assessment, or
emergency safeguards. These policies can be prepared of-
fline and updated when needed. When a new alert arrives,
the workflow selects the appropriate response and starts
the corresponding process. The process includes notifi-
cations, deadlines, responsibilities, and approvals. The
technical assessment and the final engineering judgement
remain off-chain and under human control, especially for
safety-critical cases.
Finally, the response is executed and documented. Inspec-
tion reports, images, calculations, and contractor deliver-
ables are produced. These artefacts are typically too large
and too diverse to be stored on a ledger. However, the
framework assumes that they are still linked to the work-
flow through immutable references. In this way, the system
can preserve an auditable trail that connects monitoring ev-
idence, diagnostic outputs, response activation, approvals,
and completion proofs.
Overall, the framework provides a simple reference model
that separates computation and storage from governance
and accountability. It also makes explicit where trust must
be reinforced: data provenance, algorithm execution, deci-
sion logic, and action traceability. In the next section, these
weak points are addressed through a set of digital trust lay-
ers that can be combined depending on cost, performance,
privacy, and governance requirements. An overview of
the framework and the position of the different trust layers
along the monitoring-to-intervention pipeline is shown in
Figure 1.

Trust Assumptions and Threat Model
The increasing digitalization of bridge monitoring and
management implicitly introduces a set of trust assump-
tions that are often left unspoken. In traditional SHM-
based workflows, trust is typically placed in data providers,
algorithm developers, system operators, and centralized
data platforms. While this model may be sufficient in con-
trolled or single-organization settings, it becomes fragile
when monitoring results are used to justify high-impact de-
cisions, involve multiple stakeholders, or must be audited
retrospectively.
One of the main risks concerns data integrity. Sensor
measurements, processed signals, and derived indicators
are usually stored and handled off-chain, often within pro-
prietary platforms. Without explicit integrity guarantees,
data can be altered, selectively filtered, or replaced without
leaving clear evidence. Even unintentional errors, such as
data loss, version mismatches, or undocumented prepro-
cessing changes, can undermine confidence in the moni-



Figure 1: Monitoring-to-intervention workflow and associated trust layers.

toring results when decisions are questioned years later.
A second critical risk is related to opaque computation.
Modern SHM pipelines increasingly rely on complex al-
gorithms, including machine learning models and hybrid
data-driven approaches. In many cases, the execution of
these algorithms is not externally verifiable. Stakeholders
must trust that the declared algorithm has been executed
on the declared data, following the expected logic. When
this assumption is violated, either by misconfiguration,
software updates, or deliberate manipulation, the resulting
alerts and indicators cannot be independently validated.
Disputes across stakeholders represent another relevant
threat. Bridge management typically involves owners, op-
erators, inspectors, engineers, contractors, and authorities,
each with different responsibilities and incentives. When
an alert triggers inspections, restrictions, or costly inter-
ventions, disagreements may arise regarding the correct-
ness of the diagnosis, the timing of the alert, or the appro-
priateness of the response. In the absence of a shared and
immutable audit trail, responsibility attribution becomes
difficult and decisions may be contested.
Finally, retrospective accountability poses a long-term
challenge. Bridge management decisions are often re-
viewed long after their execution, for example following
incidents, legal disputes, or changes in ownership. At that
point, personnel, software, and data platforms may have
changed. Traditional monitoring systems rarely provide
the guarantees needed to reconstruct the full chain from
raw data to final action in a reliable and verifiable manner.
The trust layers introduced in the next section directly
address these risks. Rather than assuming fully trusted
actors or platforms, the proposed approach progressively
reduces trust requirements by making data, computation,
decision logic, and actions tamper-evident and auditable.
Each layer targets specific weaknesses of traditional mon-
itoring workflows and can be adopted independently or in

combination, depending on the required assurance level.

Trust Layers and Digitalization Levels
Building on the reference workflow shown in Figure 1,
this section discusses how different trust layers can be
combined to strengthen specific stages of the process.
The central idea of the proposed approach is that bridge
management digitalization can be equipped with a set of
modular ”trust layers”, each providing additional guaran-
tees in terms of integrity, transparency, and accountabil-
ity. These layers should not be interpreted as mandatory
components of a single fixed architecture, but as optional
mechanisms that can be selectively adopted and progres-
sively combined to achieve increasing levels of assurance.
In this sense, the framework is both modular and pro-
gressive: stakeholders may choose minimal configura-
tions based on off-chain integrity and logging, or adopt
more advanced layers (e.g., blockchain governance, smart
contracts, or certified computation) depending on perfor-
mance, privacy, interoperability, and governance require-
ments. This section introduces the resulting design space
and discusses the associated trade-offs.

Layer 1: Content-addressed storage and integrity an-
chors (e.g., IPFS-like approach)

A first trust layer is achieved by separating data storage
from trust in the storage provider. Content-addressed stor-
age assigns a stable identifier to each dataset based on
its content digest, enabling any party to verify that re-
trieved data match the declared identifier. This approach
improves long-term traceability and supports distributed
access while keeping heavy data off-chain. Limitations in-
clude data availability management (pinning/replication),
access control design, and operational overhead when in-
tegrating with legacy data pipelines.



Layer 2: Blockchain ledger for immutable logs (public
vs. consortium vs. private)
A blockchain ledger provides a tamper-resistant timeline
of events, data anchors, and governance actions. From
an architectural perspective, blockchain deployment can
be interpreted along a single dimension with three main
configurations: public, consortium, and private networks.
Each configuration reflects a different trade-off between
decentralization, performance, and governance.

• Public blockchains maximize transparency and
third-party verifiability, but may raise concerns on
transaction costs, throughput, and governance exter-
nalities.

• Consortium / semi-private networks balance de-
centralization and performance by restricting valida-
tors to identified organizations, improving scalability
while preserving shared governance.

• Private ledgers provide high performance and ad-
ministrative control but shift trust toward a single
operator and may weaken independent verifiability.

In all cases, practical designs store only compact evi-
dence on-chain (hashes, identifiers, proofs), while keeping
datasets and detailed documents off-chain.

Layer 3: Smart contracts for automated and auditable
workflows
Smart contracts implement transparent and deterministic
rules that are executed on-chain and recorded immutably.
In the proposed framework, they do not perform structural
analysis or SHM computations, but act as a governance
and orchestration layer connecting data, diagnostics, and
management actions.
More specifically, different types of smart contracts can be
introduced to support distinct functions along the workflow
(Xu et al., 2021; Mariniello et al., 2025). These include:

• Data validation and provenance contracts, which
register dataset identifiers and verify data integrity
and quality before use;

• Diagnostic certification contracts, which record and
validate the outputs of anomaly detection algorithms;

• Response or workflow contracts, which activate
predefined management procedures based on alert
conditions.

Within bridge management, these contracts enable the au-
tomation of governance logic, such as classification rules,
response activation, deadlines and escalation paths, multi-
signature approvals, and auditable milestone recording.
For example, when an alert exceeds a predefined thresh-
old, a smart contract may trigger a corresponding response
playbook, notify responsible stakeholders, enforce time
constraints, and require formal approvals before progress-
ing to subsequent stages.
Importantly, the framework advocates automation with
oversight: smart contracts formalize and enforce the de-
cision process, but do not replace engineering judgement.
All computationally intensive tasks and technical assess-
ments remain off-chain, while smart contracts ensure that

actions are consistent, traceable, and accountable across
stakeholders.

Layer 4: Certified algorithm execution (TEE and ZKP
as alternatives)
Even with data anchors and on-chain governance, a major
trust gap remains if diagnostic computation is performed
off-chain without verifiable execution. To reduce this gap,
the framework introduces optional mechanisms to certify
that a declared algorithm was executed on declared data:

• Trusted Execution Environments (TEE) provide
hardware-isolated execution and remote attestation
reports. They offer near-native performance and prac-
tical deployability, at the price of relying on hardware
vendors and being potentially exposed to implemen-
tation and side-channel risks (Sabt et al., 2015).

• Zero-Knowledge Proofs (ZKP) can, in principle,
provide cryptographic evidence that a computation
was executed correctly with respect to its formal se-
mantics, potentially without revealing proprietary de-
tails. They offer strong verifiability but may intro-
duce substantial computational overhead and engi-
neering complexity, especially for floating-point in-
tensive pipelines and large datasets (Sun et al., 2021).

In this paper, these mechanisms are treated as part of a
design space rather than a mandatory requirement: stake-
holders may choose different layers based on the required
assurance level and operational constraints.

Summary and trade-off table
The layered structure presented in this section directly re-
flects the methodological approach described above, where
each trust layer corresponds to a specific class of trust gaps
identified in the monitoring-to-intervention workflow. Ta-
ble 1 summarizes the role of each technology and high-
lights typical advantages and limitations. The table is
intended as a practical decision aid when assembling a
trust-aware bridge management architecture.

Discussion
The proposed framework frames bridge management as a
verifiable digital workflow rather than as a collection of
disconnected tools. A key implication is that trust is not
a binary property, but a configurable design choice. Dif-
ferent stakeholders and decision contexts require different
assurance levels, and the framework allows these to be ad-
dressed without enforcing a single technological solution.
For example, routine monitoring activities within a sin-
gle organization may only require basic data integrity and
logging mechanisms. In contrast, safety-critical decisions,
contractual disputes, or regulatory reporting may benefit
from stronger guarantees, such as immutable governance
logs or certified computation. By separating the func-
tional workflow from the trust layers, the framework sup-
ports incremental adoption and avoids unnecessary over-
head where it is not justified.
The discussion also highlights a fundamental tension be-



Table 1: Trust layers and digitalization options: role, benefits, and limitations.

Layer / Technology Primary contribution Main limitations / trade-offs
Content-addressed
storage (e.g., IPFS-like)

Integrity-by-design through content hash-
ing; scalable off-chain storage; persistent
references via content identifiers; facili-
tates distributed access and reproducible
evidence chains.

Data availability management (pin-
ning/replication) required; access control
and confidentiality must be handled outside
the storage layer; integration effort with
existing pipelines.

Blockchain ledger
(public)

Strong immutability and broad third-party
verifiability; ideal for public audit trails and
long-term non-repudiation.

Higher transaction costs and limited
throughput; potential privacy concerns for
metadata; governance and upgradeability
depend on public ecosystem.

Blockchain ledger
(consortium /
semi-private)

Shared governance among identified par-
ticipants; improved performance and eas-
ier alignment with regulatory/compliance
constraints.

Less decentralization than public chains;
requires formal consortium arrangements
and operational coordination among val-
idators.

Blockchain ledger
(private)

High throughput and administrative con-
trol; straightforward integration inside a
single organisation.

Trust is concentrated in the operator(s);
weaker independent verifiability and re-
duced external auditability.

Smart contracts Deterministic, auditable workflow logic:
automate notifications, deadlines, escala-
tion, multi-signature approvals and im-
mutable event logs.

Correctness/bugs and upgrade governance
are critical; legal and organisational align-
ment needed; smart contracts should or-
chestrate processes, not replace engineer-
ing judgement.

TEE-based execution
certification

Hardware-isolated execution with remote
attestation; near-native runtime perfor-
mance; suitable for complex, floating-
point-intensive pipelines.

Relies on hardware trust (vendor cer-
tificates); vulnerable to side-channel at-
tacks and implementation flaws; attestation
proves platform+binary, not full semantic
correctness of the algorithm.

ZKP-based computation
proofs

Cryptographic binding of input, computa-
tion and output; strong mathematical ver-
ifiability and optional privacy-preserving
proofs.

Potentially very high proof-generation cost
for large or floating-point workloads; engi-
neering complexity and immature tooling
for some classes of SHM algorithms.

tween transparency and operational constraints. While
strong auditability improves accountability, it may conflict
with privacy requirements, proprietary algorithms, or reg-
ulatory restrictions on data sharing. The proposed archi-
tecture mitigates this tension by relying on off-chain stor-
age and selective on-chain anchoring, but careful system
design remains essential to prevent sensitive information
leakage while preserving verifiability.

Another important aspect concerns the role of automa-
tion. Although smart contracts enable deterministic and
auditable workflows, they are not intended to replace engi-
neering judgement. In the proposed framework, automa-
tion is used to enforce procedures, deadlines, and traceabil-
ity, while technical assessments and final decisions remain
under human control. This distinction is particularly im-
portant in bridge management, where safety considerations
require conservative and accountable decision-making.

Finally, the comparison between Trusted Execution En-
vironments and Zero-Knowledge Proofs illustrates that
certified computation is technically feasible, but context-
dependent. Hardware-based approaches currently offer a
pragmatic balance between performance and assurance for
complex SHM pipelines, while cryptographic proofs pro-
vide stronger theoretical guarantees at the cost of higher
computational effort. The framework accommodates both
approaches, allowing stakeholders to select the most ap-
propriate option for their use case.

Conclusions
This paper proposed a trust-aware methodological frame-
work for automated bridge management that spans the full
path from sensing to intervention. The approach integrates
scalable off-chain data handling with blockchain-based
governance and introduces a layered view of digitalization,
where additional “trust layers” can be progressively added
to improve integrity, transparency, and accountability.
The core contribution of this paper is the definition of a
structured design space and a comparative analysis of the
main technologies that enable trust-aware digital work-
flows. These include content-addressed storage for data
integrity, different blockchain deployment models, smart
contracts for workflow governance, and mechanisms for
certifying algorithm execution such as Trusted Execution
Environments and Zero-Knowledge Proofs. By combining
these components appropriately, bridge management sys-
tems can embed verifiability into digital processes while
remaining adaptable to performance, privacy, and organi-
zational constraints.
Future work will focus on several complementary direc-
tions. A first line of development concerns the extension
of trust layers to additional stages of the infrastructure life-
cycle, including sensor-level validation, inspection data
certification, and the integration of digital twin updates
within verifiable workflows.
A second research direction involves hybrid verification
strategies. As zero-knowledge technologies mature and



hardware-based trusted execution evolves, combinations
of TEE and cryptographic proofs may reduce trust as-
sumptions while maintaining acceptable performance for
data-intensive SHM applications. Evaluating these hy-
brid approaches in realistic operational settings remains
an open challenge.
Further work is also needed to address interoperability and
standardization. Integrating trust-aware workflows with
existing monitoring platforms, asset management systems,
and regulatory reporting processes requires well-defined
interfaces and shared data models. Progress in this direc-
tion is essential to enable adoption beyond isolated pilots.
Finally, scaling the proposed framework from single assets
to bridge networks represents an important step. Network-
level deployment would enable coordinated risk assess-
ment, prioritization of interventions, and transparent allo-
cation of resources across multiple infrastructures, align-
ing the framework with the needs of infrastructure owners
and public authorities.
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