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Abstract

Anomaly detection in building sensor networks often re-
lies on static thresholds that fail to capture temporal de-
pendencies and system changes. This work combines a
baseline model of expected indoor environmental behav-
ior with anomaly detection to form a data-driven Digi-
tal Twin. In this framework, a regression model learns
expected behavior from historical data, while deviations
are quantified as multivariate residuals and analyzed using
unsupervised and semi-supervised methods. Preliminary
analysis on a representative campus sensor shows detec-
tion of anomalous behavior and associated distributional
shifts, with sensor relocation serving as an illustrative sys-
tem change.

Introduction

Sensor networks are used in modern buildings to moni-
tor indoor environmental quality (IEQ). However, due to
the scale of the data, manual inspection is insufficient to
detect anomalies. Consequently, research has shifted to-
ward data-driven anomaly detection. Unsupervised and
semi-supervised methods are used to detect IEQ devia-
tions without the need for large labeled datasets (Chen
et al., 2023; Bi et al., 2024). Although methods such as
Long Short-Term Memory can capture complex tempo-
ral dynamics, they often lack an integrated analysis of
normal system operation (Wei et al., 2022; Rajabi and
McArthur, 2023). To address this gap, this work inves-
tigates whether DT-based anomaly detection can iden-
tify environmental irregularities in indoor sensor data.
Residual-based anomaly detection is integrated with a
Digital Twin (DT) representing expected indoor environ-
mental behavior, while anomalies are identified as devi-
ations between physical observations and digital expecta-
tions, enabling detection of patterns suggestive of HVAC
malfunctions or sustained humidity conditions associated
with increased mold risk.

Dataset

The proposed framework incorporates indoor environ-
mental data from a campus-wide sensor infrastructure that
offers ongoing time-series data from various rooms in uni-
versity buildings. Temperature, humidity, CO, concentra-
tion, illumination, and motion are included in the dataset.
The possibility of sensor relocation, which adds uncer-
tainty about the spatial context, is an important feature of
this dataset.

Digital Twin

The physical layer in DT represents the building space,
while sensors measuring indoor environmental variables
serve as the interface between the physical asset and its
digital representation. The digital layer consists of the
recorded time-series data that describe the state of the sys-
tem. A Random Forest regression model (Breiman, 2001)
serves as the analysis component of the Digital Twin, pro-
ducing predictions j; = frr(x;), where x, comprises
time-based and lagged features capturing temporal depen-
dencies and non-linear relationships. Hyperparameters
(n_estimators = 300, max_depth = 10, min_samples_leaf
= 5) are selected with GridSearchCV with 5-fold time-
series cross-validation, and the predictive performance is
reported using MAE and R2 on the final 20% of base-
line data. This coupled physical-digital representation en-
ables detection of distributional shifts indicative of struc-
tural changes, such as sensor relocation, while providing a
learned baseline that adapts as system conditions evolve.

Residual-Based Anomaly Detection

Anomaly detection operates on residuals r; = y; — J;,
where y, are the observed measurements and y; is the DT
prediction at time ¢. Multivariate residuals represent these
deviations, enabling identification of abnormal behavior
relative to learned expectations. Anomaly detection is im-
plemented using two methods: Unsupervised approaches
based on Isolation Forest (Liu et al., 2008) are applied to
identify deviations from learned temporal patterns in mul-
tivariate sensor data without requiring labeled anomalies.
In addition, a semi-supervised setting using One-Class
Support Vector Machines (OCSVM) (Scholkopf et al.,
2001) is explored. For OCSVM training, domain knowl-
edge determines inlier conditions (20-25 °C temperature,
20-60% humidity), whereas observations outside these
ranges are used to assess anomaly-detection behavior.

Results and Discussion

Period segmentation is applied in the initial analysis of a
particular sensor (S12) from June to October 2023. Gaps
longer than six hours, which are unlikely under normal
operations, are used as indicators of potential system dis-
ruption and divide the data into baseline (Jun—Jul; 56,738
measurements), relocation/sensor outage (July—October;
5,510 measurements), and post-relocation (October; 3,884
measurements) as shown in figure 1. The trained multi-
variate DT baseline model exhibits substantial increases
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Figure 1: Period segmentation based on sensor gaps

in prediction error in all variables (temperature, humidity,
and CO,) when applied to post-relocation data, confirming
a significant shift in distribution. Figure 2 shows this quan-
titative degradation by a clear shift in the residual distri-
butions across the variables. During the first unsupervised
phase of this framework, an Isolation Forest model identi-
fied every post-relocation observation as anomalous, indi-
cating a distributional shift. Next, semi-supervised learn-
ing methods will be used to enhance the classification of
these deviations. Although a representative, operationally
stable sensor (S12) is selected from the network of 82 sen-
sors to illustrate the framework, extension to the full sensor
network is part of ongoing work.
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Figure 2: Residual distribution shift across variables

Summary

This research presents a DT-based framework for anomaly
detection in indoor environmental sensor data. A Random
Forest baseline learns expected behavior from historical
data, and residual analysis detects distributional shifts with
Isolation Forest. Semi-supervised OCSVM for environ-
mental anomaly detection and adaptive DT updating are
the next steps in ongoing work.
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